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DETAILED ACTION 

1. Claims 1-3,6-11, 14-17, 20-21, 23, 25 are rejected under 35 U.S.C 102(e) as 
being anticipated by Johnson et al U.S. Patent Publication US2003/0046606. 

2. Claims 9-14, 23-24 are rejected under 35 U.S.C. 101 because the claimed 
invention is directed to non-statutory subject matter. 

3. Claims 4, 5, 12, 13, 18, 19, 22, 24, 26 are objected to as being dependent upon a 
rejected base claim, but would be allowable if rewritten in independent form including all 
of the limitations of the base claim and any intervening claims. 

Claim Rejections - 35 USC § 101 

4. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 9-14, 23-24 are rejected under 35 U.S.C. 101 because the claimed 
invention is directed to non-statutory subject matter. The preamble needs to recite a 
computer readable medium containing computer readable instructions and the execution 
thereof. 
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Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent granted 
on an application for patent by another filed in the United States before the invention by the applicant 
for patent, except that an international application filed under the treaty defined in section 351(a) shall 
have the effects for purposes of this subsection of an application filed in the United States only if the 
international application designated the United States and was published under Article 21(2) of such 
treaty in the English language. 

Claims 1-3, 6-11, 14-17, 20-21, 23, 25 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Johnson et al U.S. Patent Publication US2003/0046606. 

As per claim 1 , Johnson teaches a method for testing a service that provides 
interface functions having no user space interaction and that is runs in a kernel space of 
an operating system (paragraph 0007), said method comprising: generating a dynamically 
loadable kernel module (DLKM) containing a pseudo device driver having interface 
commands corresponding to the interface functions of the service to be tested (paragraph 
0022, 0017, 0009), the generation being based upon function prototypes corresponding to 
the interface functions of the service to be tested (paragraph. 0022); loading the DLKM 
into the kernel space (paragraph 0008); invoking the interface commands to exercise the 
interface functions to be tested (paragraph 0022); and unloading the DLKM module 
(claim 5). 

As per claim 2, Johnson teaches method in accordance with claim I wherein 
invoking the interface commands further comprises loading a user library having user 
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interfaces configured to test the kernel interfaces via the DLKM interface commands 
(paragraph 0021). 

As per claim 3, Johnson teaches a method in accordance with claim 2 wherein 
invoking the interface commands further comprises invoking the user interfaces of the 
user library via a program running in user space (paragraph 0021, 0022). 

As per claim 6, Johnson teaches a method in accordance with claim 1 wherein 
unloading the DLKM module comprises removing the interface commands 
corresponding to the interface functions of the service to be tested, so that the interface 
commands are no longer available (claim 5). 

As per claim 7, Johnson teaches a method in accordance with claim 1 wherein the 
interface commands of the DLKM module are accessible only to a privileged user or 
users, and not to another user or users (paragraph 0020). 

As per claim 8, Johnson teaches a method in accordance with claim 1 wherein 
invoking the interface commands to exercise the interface functions to be tested 
comprises opening the pseudo device driver, and invoking the interfaces of the device 
driver (paragraph 0020). 

As per claim 9, Johnson teaches a machine readable medium having recorded 
thereon machine readable instructions, execution of which by a machine facilitates testing 
of a computing apparatus having a service with interface functions that have no user 
space interaction and that runs in a kernel space of an operating system (paragraph 0007), 
said machine readable medium comprising one or more code segments that represent 
instructions to: generate a dynamically loadable kernel module (DLKM) containing a 
pseudo device driver having interface commands corresponding to the interface functions 
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of the service to be tested (paragraph 0009, 0017), the generation being based upon 
function prototypes corresponding to the interface functions of the service to be tested 
(paragraph 0022); load the DLKM into the kernel space (paragraph 0009); invoke said 
interface commands to exercise the interface functions to be tested (paragraph 0022, 
0017); and unload said DLKM module (claim 5). 

As per claim 10, Johnson teaches a medium in accordance with claim 9 wherein 
to invoke the interface commands, said machine readable medium comprising one or 
more code segments that represent user library having user interfaces, execution of which 
by the machine tests the kernel interfaces via said DLKM interface commands (paragraph 
0021). 

As per claim 11, Johnson teaches a medium in accordance with claim 10 wherein 
to invoke said interface commands, said machine readable medium comprising one or 
more code segments that represent instructions to invoke said user interfaces of the user 
library via a program running in user space (paragraph 0021, 0022). 

As per claim 14, Johnson teaches a medium in accordance with claim 9 wherein 
the interface commands of the DLKM module are configured to be accessible only to a 
privileged user or users, and not to another user or users (paragraph 0020). 

As per claim 15, Johnson teaches a computing apparatus comprising a processor 
and a storage device having recorded thereon a kernel of an operating system that 
includes a service in kernel space that has interface functions without user space 
interaction (paragraph 0007), said computing apparatus configured to: generate a 
dynamically loadable kernel module (DLKM) containing a pseudo device driver having 
interface commands corresponding to the interface functions of the service to be tested 
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(paragraph 0009, 0017, 0022), the generation being based upon function prototypes 
corresponding to the interface functions of the service to be tested; load the DLKM into 
the kernel space (paragraph 0009); invoke said interface commands to exercise the 
interface functions to be tested; and unload said DLKM module (claim 5). 

As per claim 16, Johnson teaches a computing apparatus in accordance with claim 

15 wherein to invoke the interface commands, said computing apparatus is further 
configured to load a user library having user interfaces that are configured to test the 
kernel interfaces via said DLKM interface commands (paragraph 0021). 

As per claim 17, Johnson teaches a computing apparatus in accordance with claim 

16 wherein to invoke said interface commands, said computing apparatus is further 
configured to invoke said user interfaces of said user library via a program running in 
user space (paragraph 0021, 0022). 

As per claim 20, Johnson teaches a computing apparatus in accordance with claim 
1 5 wherein to unload said DLKM module, said computing apparatus is configured to 
remove said interface commands corresponding to the interface functions of the service 
to be tested, so that said interface commands are no longer available (claim 5). 

As per claim 2 1 , Johnson teaches a method of generating a kernel module 
containing a pseudo device driver having interface commands corresponding to interface 
functions of a service to be tested (paragraph 0007, 0022), the service being arranged to 
rum in a kernel space of an operating system and to provide one or more interface 
functions none of which exhibits user space interaction paragraph 0018), said method 
comprising: providing the service with one or more function prototypes corresponding to 
the one or more interface functions of the service to be tested; and generating a 
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dynamically loadable kernel module (DLKM) containing the pseudo device driver based 
upon the one or more function prototypes of the service to be tested (paragraph 0009, 
0018,0022). 

As per claim 23, Johnson teaches a machine readable medium having recorded 
thereon machine readable instructions, execution of which by a machine generates a 
kernel module containing a pseudo device driver having interface commands 
corresponding to interface functions of a service to be tested, the service being arranged 
to run in a kernel space of an operating system and to provide one or more interface 
functions none of which exhibits user space interaction, said machine readable medium 
comprising one or more code segments that represent instructions to provide the service 
with one or more function prototypes corresponding to the one or more interface 
functions of the service to be tested; and generate a dynamically loadable kernel module 
(DLKM) containing the pseudo device driver based upon the one or more function 
prototypes of the service to be tested (paragraph 0007, 0009, 0021, 0022). 

As per claim 25, Johnson teaches a computing apparatus comprising a processor 
and a storage device having recorded thereon a kernel of an operating system that 
includes a service in kernel space that has interface functions without user space 
interaction, said computing apparatus configured to: provide the service with one or more 
function prototypes corresponding to the one or more interface functions of the service to 
be tested; and generate a dynamically loadable kernel module (DLKM) containing the 
pseudo device driver based upon the one or more function prototypes of the service to be 
tested (paragraph 0007, 0009, 0021, 0022). 
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Allowable Subject Matter 

6. Claims 4, 5, 12, 13, 18, 19, 22, 24, 26 are objected to as being dependent upon a 
rejected base claim, but would be allowable if rewritten in independent form including all 
of the limitations of the base claim and any intervening claims. 



Response to Arguments 

7. Applicant's arguments filed 12/16/2004 have been fully considered but they are 
not persuasive. 

The applicant has argued that Johnson does not teach the generation of a 
dynamically loadable kernel module (DLKM) based upon function prototypes 
corresponding to interface functions of a kernel-space service that is to be tested. The 
examiner respectfully disagrees. The examiner contends that the generation of a DLKM 
is an on-going process in the invention of Johnson. Johnson teaches that the module is 
adapted to be dynamically loaded to a kernel (paragraph 0009). This adaptation is the 
start of the generation of the DLKM from an existing module in the computer system. 
The further generation of the DLKM is performed when the module calls, or requires, a 
user level test program that contains the proper knowledge to test the object (paragraph 
0022). The generation of the DLKM testing operation is based upon the knowledge of 
the user level test program supplied as its necessary routine. A module, by definition, is 
comprised of a collection of routines to perform a task. The user level program is needed 
by the module to perform the testing. The call to the user level program is equivalent to a 
call to function. A routine is often synonymous to a function, and can be defined as such 
in this case. Therefore, the call to the user level test program to test the cache over the 
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interface of the DLKM is equivalent to the limitation of the DLKM based upon the 
function prototypes corresponding to interface functions of a kernel space service to be 
tested. In light of the above arguments, all applicable claims stand rejected. 

The examiner would like to remind the applicant that objected claims would be 
allowable if rewritten in independent form including all of the limitations of the base 
claim and any intervening claims. 

Conclusion 

1 . THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of 
time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of the 
advisory action. In no event, however, will the statutory period for reply expire later than 
SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christopher S. McCarthy whose telephone number is 
(571)272-3651. The examiner can normally be reached on M-F, 9 - 5:30. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Robert Beausoliel can be reached on (571)272-3645. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 

csm 

January 27, 2005 
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